GDPR

6 Step 2018 Action Plan

Pre-Plan preparation

A. Raise awareness within your organisation of the need to comply including obtaining

board level buy-in and budget and train relevant staff

B. Assemble a cross-functional GDPR Response Team including Legal, Compliance, IT

and your Data Protection Officer

Do you comply with the law now?

If you cannot tick all of the boxes under the Data
Protection Act 1998, compliance with the higher
standards of the GDPR will be difficult.

Step 1: Stop collecting data you don't need

Step 2: Stop using it for something other than what
it was collected for

Worst case scenario?

Fines of up to €20 million or 4% of global annual
turnover
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If audit reveals security risks, accelerate your security review
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1. Map your data 3. Contract Review 4. Review Data Security 5. Implement New 12 Step 24HR Data Breach Response Plan
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o the data: ’ reacn: 5. New data retention polic
i EEA? If so who ) . policy :
kunlast 2[:atrgﬁlcre ‘exports’ it and7 g,) Oftera} right to be 8. What investigative process 6. New DSAR process & 7. Document everything known thus far about the attack
& training? who receives it? O gotte o gazr;ggo?‘rfﬁetgraezccir?r:3 Fpe training 8. Interview those involved in discovering the breach and anyone else who may
. ) If r dat (i) Allow objections to . 2 . know about it
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' o . . . . process 10. Bring in your forensics team to begin an in-depth investigation
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shared with? work Tor your « . :
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How can Winckworth Sherwood’s GDPR team assist you?

Raise awareness

Data audits

Update privacy
processes/DPO
appointment

Customer &
consent review

Contract review

Map overseas

data transfers

HR processes

reporting

Security review

i[ol DPIA support

Helping you prepare and deliver:
Board presentations

Training

FAQs

Target: January 2018

Data Audits
Surveys
Mapping

Please ask for our sample audit questionnaires

Target: January 2018

Reviewing & updating:
Fair processing notices
Website terms

Privacy policies

DPO Appointments: Please ask for our guide to DPOs
including a job specification

Target: February 2018

Reviewing consents & whether they should be refreshed,
customer journeys, customer terms and marketing
(including competitions and promotions)

Target: February 2018

Supplier/third party contract review
New contract terms Amending existing contracts
Negotiation training for procurement teams

Target: February 2018

Review international data transfers
Consider Binding Corporate Rules
Review use of model clauses

Target: March 2018

Review HR & internal policies and procedures, including fair
processing notices, privacy policies and contracts - avoiding
reliance on consent

Target: April 2018

DSAR & breach

Review subject access request processes
DSAR training

Review how other rights will be implemented
Review breach reporting processes

Target: April 2018

Review & update security processes & policies

Guidance on what to do in the first 24 hours after a breach
Training on how to avoid reputation issues post breach
Review

Start: January 2018
Complete April 2018

Conducting Data Protection Impact Assessments Assessing
whether a DPIA is necessary
Please ask for our DPIA assessment checklists

Start: January 2018
Complete early 2018
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